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Abstract

This narrative review aims at synthesizing recent literature that explores machine learning (ML)
Jfor addressing insider threats in cloud security environments. In 2023, a systematic search of the
literature was performed for peer-reviewed papers, conference proceedings, and industry
reports related to ML techniques, challenges, and real-world problems from 2018 onwards.
Some of the supervised and unsupervised learning techniques used to detect malicious activities
in this review are Radial Basis Function Neural Networks and Random Forests. We offer a new
comparison of these techniques, examining how well each performs in various insider threat
scenarios. ML improves threat detection, but challenges remain with data accessibility, feature
selection, and ethical issues. The research demonstrates the need for a balanced approach
leveraging both ML and human-centric strategies to achieve effective insider threat mitigation.
Finally, we discuss future research directions, focusing on building transparency into Al-driven

systems and exploring federated learning techniques to overcome current limitations.

Keywords: Machine Learning; Cloud Security, Insider Threats; Anomaly Detection; User

Behavior Analytics; Privacy.

. cost-effective. However, it has also
1. Introduction

introduced new  security  problems,

In today’s market, cloud computing has . Lo
particularly insider threats. These threats

revolutionized data management by offering L o .
come from within, from individuals with

scalability and accessibility while being
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authorized access to an organization's assets,
posing significant risks. This paper provides
a narrative review of studies focused on
detecting and mitigating insider threats in
cloud computing using ML. We review
relevant  literature, evaluate  existing
methodologies, and identify challenges and
best practices for implementing ML into

cloud security frameworks.

This introductory section provides a brief
overview of studies on detecting and
mitigating  insider threats in  cloud
computing using ML. The remaining part of
the paper proceeds as follows: Section two
considers both the sources and methods of
study which include the database consulted,
inclusion and exclusion criteria, the quality
of studies and relevance to cloud security.
The third section is concerned with the types
of insider threats in cloud security. Section
four discusses machine learning techniques
for insider threat detection. The fifth section
presents challenges and limitations, focusing
on key themes and section six discussed the
performance of ML models with case
studies. Section seven proposed
recommended practices, and, the purpose of
the final section is to reflect on the extent to
which this study highlighted the broad role

of ML in improving insider threat detection

in cloud environments and the way forward.

The section below reviews the literature

related to Insider Threats in Cloud Security.

2. Types of Insider Threats in Cloud
Security

According to an investigation by Shejin &
Sudheer (2023), the study classifies cloud
security insider threats into several
categories: malicious insiders, negligent
insiders, compromised accounts, privileged
insiders,  contractors, and third-party
vendors. Understanding these types of
threats is critical for developing efficient

ML-based detection mechanisms.

Moving on now to consider machine
learning techniques for insider threat

detection in the next section.

3. Machine Learning Techniques for

Insider Threat Detection

Previous studies have shown that anomaly
detection builds baseline behavioral models
from historical data. Deviations from normal
patterns are flagged as potential insider
threats (Namdev et al., 2023). For instance,
Oliveira et al. (2023) proposed an ensemble
learning approach combining Isolation
Forest and One-Class Support Vector
Machine (SVM), achieving a 95% detection
rate for anomalous user behaviors in cloud
environments. Threat classification - ML

models distinguish between accidental and

093




NIGERIAN JOURNAL OF TECHNICAL EDUCATION

malicious actions. Mehmood et al. (2023)
applied this method to detect privilege
escalation attacks, achieving 92% accuracy
using Random Forest classifiers. User
Behavior Analytics (UBA) evaluates user
behavior to separate legitimate users from
potential masqueraders. Research finding by
Kambhampaty = &  Nygard  (2019)
demonstrated that a Long Short-Term
Memory (LSTM) network could detect
abnormal usage patterns with 88% accuracy,
rule-based

significantly  outperforming

systems.  Deep learning  techniques,
including Random Forests and Radial Basis
Function Neural Networks (RBFNN), show
promise in detecting malicious activities.
This becomes clear when one examines
Attou et al. (2023) that compared these
approaches, finding that RBFNN achieved a
97% detection rate for insider attacks, while

Random Forests reached 94% accuracy.

This chapter has demonstrated that the
techniques for insider threat detection can be
efficient. it is now necessary to explain the

challenges of insider threats.

4. Challenges and Limitations

According to a study published recently, it is
difficult to obtain large training datasets of
insider actions due to the sensitive nature of

these activities and their low frequency

(Wanyonyi et al., 2023). This often results in
imbalanced datasets, severely affecting
model performance as observed in Choubey,
(2023). The multi-dimensional nature of
insider threats makes feature selection for
analysis a complex task. Mohammed (2022)
proposed a hybrid feature selection
approach, combining filter and wrapper
methods to enhance detection accuracy by
7% compared to conventional techniques.
Monitoring insider activity also raises
privacy concerns as demonstrated in the
work by Wanyonyi et al., (2023). Research
findings by Nguyen (2023) found that 68%
of employees were uncomfortable with
continuous monitoring, underscoring the
need for transparent policies and ethical Al

implementation.

This section has reviewed the challenges in
implementing ML for insider threats; the
next section establishes the framework for

research methodology.

5. Methodology

We conducted a comprehensive systematic
review using databases such as Google
Scholar, IEEE Xplore, ACM Digital

Library, and ScienceDirect. Keywords

nn

included "insider threats," "cloud security,"

non

"machine learning," "anomaly detection,"

"privilege escalation,” and "real-time threat
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detection." We focused on peer-reviewed
articles and scientific conference abstracts
published between 2018 and 2023. Inclusion
criteria comprised studies related to ML
applications in cloud security, research on
insider threat detection, and empirically
supported or theoretically constructed
frameworks. We excluded studies not
applicable to cloud environments, those
focused on traditional security measures,
and non-English publications. The quality of
studies ~ was  evaluated based on
methodological rigor, sample size (for
empirical studies), and relevance to cloud
security. Data were extracted on ML
techniques, challenges, performance metrics,

and real-world applications.

The section (Result and Discussion) that
follows takes up a number of case studies to

support ML effectiveness.
6. Results and Discussion

Performance of ML Models and Case

Studies

A major US bank used ML-based anomaly
detection to identify insider trading. The
system, a hybrid approach combining
Isolation Forest and LSTM networks,
uncovered multiple unauthorized trades by
an executive, potentially saving $12 million

in liabilities (Chen et al., 2018;

Satyanarayana & Madhavi, 2023). In
healthcare, a provider used a Random Forest
classifier to detect data exfiltration attempts.
The system identified an employee
gradually stealing patient records, achieving
94% accuracy in distinguishing between
normal and malicious data access patterns
(Moraetes, 2018). A government agency
employed a UBA system using LSTM
networks to monitor user activities. The
system detected a compromised account
used to access classified information,
preventing a potential breach. The LSTM
model outperformed traditional rule-based
systems by 23% in detection accuracy
(Bhardwaj & Dave, 2023).

So far this section has focused on the case
studies. In the next section, we present the
recommended practices based on literature

review and the case studies available.

7. Recommended Practices

Based on the literature review and case
studies, we recommend the following best

practices:

1) Hybrid Approach: Combine multiple ML
techniques to detect a wide variety of

threats.
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2) Continuous Model Updates: Retrain
models regularly with new data to adapt to

evolving threats.

3) Explainable Al: Implement interpretable
ML models to provide clear justifications for

threat alerts.

4) Privacy-Preserving Technologies: Use
federated learning or differential privacy to
enhance data protection while maintaining

model performance (Zhang et al., 2023).

5) Human-in-the-Loop Systems: Combine
ML predictions with human expertise for
final decision-making (Villarreal-Vasquez et
al., 2023; Sarhan & Altwaijry, 2022).

In this section, recommended practices were
highlighted, the next (last) section moves on

to consider the way forward.
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