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Abstract

Recent technological advances have indicated widespread use of Voice Over 5 Generation (Vo5G)
networks based on developing 5G networks. Despite its ease of design and deployment, Vo5G is
vulnerable to many sorts of attacks at the control plane's Session Initiation Protocol (SIP), which
exchanges signaling messages for calls via starting call setups, management, and termination. These
SIP attacks may take the form of modified SIP messages that force the SIP devices to restart, or they
may take the form of flooding the SIP devices with invite messages, register requests that cause the
device to run out of memory, and denying genuine users access to the device. These attacks are
commonly known as Distributed Denial of Service (DDoS) attacks. The SIP register injection attack,
which might be injected during the commencement step by SIP equipped devices (SIP smartphones),
prior to setting up the Secured Internet Protocol (IPsec) tunnel for the remaining SIP sessions, is of
particular relevance, due to its characteristics of exhausting the available bandwidth, memory, and
CPU resources, resulting in SIP device failure. Consequently, there is a need to address this difficulty
by building an SIP register injection attack detection and mitigation technique. Prior to being
processed by the Proxy Call Session Control Function. The proposed scheme verifies each initial
register request from User Equipment (UE) at the home network of Internet Protocol Multimedia
Subsystems (IMS) and compares it to the incoming SIP register request pattern with those stored on the
scheme's table (P-CSCF). The proposed technique detects and drops every SIP register request with an
abnormal pattern that is associated with an attack. The method proved promising with detection
accuracy of over 96.67 percent, which is a solid potential as a preliminary setup towards the creation
of arobust Real-time SIP detection and mitigation scheme for 5G networks.
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1.0 INTRODUCTION

networks. When compared to the traditional
Voice over 5 Generation (Vo5G) is the

circuit switch (CS) voice network, Vo5G has
evolved to an all-IP packet switched (PS)
voice network, allowing for more SIP

solution for voice, video, and multimedia
over fourth generation (4G) mobile
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devices to connect and have faster
connectivity. Vo5G calls connect in around
0.25 seconds with HD voice quality and
support for video conferencing, whereas CS
calls connect in approximately 6 seconds.

Because of these features, several

telecommunications businesses are now
transitioning to Vo5G (Lankar& Reddy,
2018). According to Ericsson, by the end of

2019,

Vo5G will have reached 2.1 billion
subscribers (Erricsson, 2020). Vo5G enables
global voice and multimedia service
interoperability over 4G and 5G networks.
Because the Vo5G network is entirely made
up of IP network traffic, it has become a
target for some of the vulnerabilities found in
traditional IP networks, such as the SIP
REGISTER injection attack (Chalakkaet al,
2017). Voice and multimedia data is sent
over the LTE Radio Access Network (RAN)
and Evolved Packet Core (EPC), which are
both components of the LTE network, to
connect [P Multimedia Subsystems (IMS)
(Shaik et al,2019). All call management and
control activities are handled by IMS. The
Proxy Call Session Control Function (P-
CSCF), the Interrogating Call Session
Control Function (I-CSCF), the Serving Call
Session Control Function (S-CSCF), and the
Telephony Application Severs (TAS) are all
part of it. The SIP diameter protocol is used
for all communications within the IMS (Li et
al,2015). The Enterprise Packet Core (EPC)
consists of the Mobility Management Entity
(MME), S- Gateway (S-GW), Packet Data

EPCLTE
Network
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Network (P-GW), Home Subscriber Server
(HSS), and Policy and Charging Rule
Function (PCRF).

Before it can transmit data, the user
equipment (UE) must first connect to the
LTE network and execute Radio Resource
Control (RRC). During the RRC
attachment, MME not only authenticates
the UE but also assigns it a default bearer
(IP) for internet access. When a UE
indicates that it wants to make a Vo5G call,
the PCRF creates a default bearer that is
only used for SIP communication with the
IMS and nothing else. SIP signals from the
UE are sent through the MME to the SGW,
which then sends them to the PGW (Majed
et al, 2017). The PGW is the first point of
contact between the UE and the IMS, and it
is this node that informs the UE of the
available P-CSCF address for routing SIP
signals. This request allows the Vo5G user
to register its presence on the IMS network,
and in some situations, a covert channel is
constructed to protect transmission (Zhang
et al,2018). The SIP REGISTER request is
the initial SIP signal sent by the UE.

Prior to using the LTE network, a UE must
be connected to the 5G network, which
allows the UE to be assigned the default 5G
Evolve Packet System (EPS) bearer with
QoS Class Identifier value of 6-9 (QCI 6-9)
for internet access, followed by the default
EPS bearer with QCI 5 which is only used
for SIP signaling between the UE and IMS,
as the SIP protocol on its own is vulnerable
to several security threats (El Moussa et al,
2009). The LTE network will just serve as a
superhighway for the IMS SIP signal before
establishing a dedicated EPS bearer with
QCI 1 and QCI 2 for audio and video calls,
respectively (Tabassum et al, 2013). This is
illustrated in Figure 1.

Figure 1: Vo5G Network



The Vo5G SIP registration is done via the I[P
internet with the default EPS bearer for LTE
and over the IP internet with the LAN RAN
(Téthfalusi&Varga, 2018). The SIP
REGISTER request is initiated by the User
Agent Client (UAC), and it is then
transmitted via the LTE access network via
the MME, then via the SGW to the PGW to
the IMS network, with the P-CSCF serving
as the first point of contact with the IMS
network, as illustrated in Figure 1. After
successfully establishing a default bearer
with the IMS network, the UE attempts an
initial unauthenticated registration with the
IMS network; however, this
unauthenticated SIP REGISTER request is
refused by the IMS network's CSCFs. P-
CSCF is attempting to contest the original
SIP REGISTER attempt by issuing an error
401 message (Zhang et al, 2016). Despite
the fact that it is being challenged, the first

SIP REGISTER request contains the
Internet Protocol User Identity (IMPU), the
Private User Identity (IMPI), and the home
network SIP forwarding the request to the
next available S-CSCF, which contacts the
HSS for multimedia authentication requests
to collect the authentication vectors for
completing IMS Authentication Key
Agreement (AKA) security (Ashraf et al,
2019). Finally, the S-CSCF sends a 401
Unauthorized to the UE via the I-CSCF to
the P-CSCEF, following which the UE sends
a second SIP REGISTER attempt to
authenticate itself using the AKA received
with the 401 Unauthorized, and an IPSec
connection is formed between the two
networks (Martin-Sacrista'net al/, 2011).
Finally, the CSCF responds with a 200 OK
code, indicating that the UE has been
registered successfully. This process is
summarized as shown in Figures 2 and 3.

Figure 2: Complete UE SIP registration with IMS

Even though the first SIP REGISTER
request attempt is challenged by the CSCF
before an IP Security (IPSec) connection is
created, the initial SIP REGISTER request
attempt, as seen in this research, goes
through all of the IMS functional nodes.
This means that an attacker can inject
malicious code into the initial SIP
REGISTER request to target the IMS core
network in order to gain unauthorized
access and perpetrate a distributed denial of
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service (DDoS) attack, spoofing other
register users credentials from the HSS, or
even bring down the entire IMS core
network. Using a modified HMM model
(mHMM) proposed in this study, SIP
REGISTER injection attacks on Vo5G IMS
UE registration were recognized and
blocked (Nakorjiet al, 2019).

As a result, the paper's contribution is as
follows:



1. Create a proxy tool for the Vo5G IMS
core network's Proxy Call Session Control
Function (P-CSCF) to detect and prevent
SIP REGISTER injection attacks on the
Vo5G network.

2.Touse the Java programming language to
simulate a Vo5G network and create a
system that is 100% compatible with the
Vo5G IMS network.

3. To create a proxy for the Vo5G IMS core
network's Proxy Call Session Control
Function (P-CSCF) to detect and prevent
SIP Injection Attack.

The remainder of the paper is structured as
follows: Section 2 describes the
methodology, Section 3 provides the results
and discussion, and Section 4 concludes the
study.

2. Research Method

A Vo5G experimental network was
simulated using JAVA. All the entire
network functions were simulated, this
comprises of the enodeB, Evolved Packet
Core (MME, HSS, PCRF, SGW and PGW)
with its IMS core network (P-CSCF, I-
CSCF, S-CSCF and HSS) which are the
main network functions responsible for UE
SIP registration. The default bearers were
equally mimicked with the QCI 5 to have a
feel of the life Vo5G network speed. This
was achieved by mimicking the SIP
REGISTER request flow along the 5G

control plane to CSCF of IMS and data was
collated for

computation of Detection Accuracy (D,) of
the proposed SIP REGISTER injection
attack detection and prevention scheme.
The system was developed from UE
perspective. The experimental simulation
was carried out on Windows 10pro, Intel(R)
Core(TM) 15 — 3210M CPU @2.50GHz
2.50GHz with 12GB RAM.

Note that the simulated methodology was
adopted because as at when this work was
undertaken, no single telecommunication
industry in Nigeria has deployed Vo5G
services, they all relied on Circuit Switch
fallback (CSFB) to make voice call, as such,
there was no access to a life Vo5G network.
The scheme was developed using a two
state modified Hidden Markov Model
(mHMM), where each state of the mHMM
model is made to observe each other which
1s not the case with a normal HMM model,
this is to enable the incoming SIP
REGISTER request to be compared with
the legitimate (SR,) stored in the mHMM
tree. The illegitimate SIP REGISTER
(injected SIP REGISTER) requests
messages were generated using a rooted UE
with android version 8.1.0, precisely 213
SR, were generated while legitimate SIP
REGISTER request adopted for this work is
the 3" Generation Partnership Project
(3GPP) IMS user equipment SIP
REGISTER format. See figure 3.

UEregstered in
SCSCF

Figure 3: UE SIP Registra?(;n with mHMM Prevention and Detection Scheme
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The experimental set up consisted the UEs,
UE, and UE,, where UE, was used to generate
legitimate SIP REGISTER request (SR,),
while UE, was used to generate illegitimate
SIP REGISTER request (SR;). The proposed
scheme was then fed with the generated SIP
REGISTER requests at random to ascertain
the efficiency of the developed scheme. The
experiment was conducted four times, with
each experiment lasting for a period of 10
minutesto observe the efficiency of the
scheme. The first experiment was conducted
without the developed scheme with the
illegitimate SIP REGISTER requests to
ascertain the damage done to the IMS core
network and the results were tabulated, a

second experiment was conducted for
legitimate SIP REGISTER request without
the developed scheme and the results were
tabulated, a third experiment was conducted
with the developed scheme for illegitimate
SIP REGISTER requests and the results
were tabulated. A final experiment
conducted with legitimate SIP REGISTER
request with the developed scheme and the
results were also collated for computing
Detection Accuracy (D,) and graphs were
plotted.

The two mHMMs developed legitimate SIP
REGISTER request (SR,) and illegitimate
SIP REGISTER request (SR)) represented
each. The two HMMs were modification in
(Nakorjietal,2019) See figure 4.
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Figure 5:Moified HMM Model for SIP
Registration for legitimate and illegitimate users



SR, model has one observation state which
contained all theSRL model has one
observation state which contained all the
standard features of 3GPP SIP REGISTER
request, while SRi has the features of
malformed SIP REGISTER request with a
single observation state. The mHMM act as a
passive filter which is only active when SIP
REGISTER request is observed, it only
allows passage to P-CSCF when the SIP
REGISTER request has a standard format as
stored in the SRL HMM model and drops any
request contrary to that as represented.

The two HMMs is represented by equation
(D;
A = (A, By my)
(1)
Where,
A; is the HMM model
Ajis the transition state distribution
B, is the observation state distribution

and m; Is the initial state distribution

The distribution variables of initial state
distribution is determined by the percentage
of the total numbers of initial SIP
REGISTER requests sent to Vo5G IMS
network, where 80% were SR, and 20%
were SR; this is presented

Xy X2

2) o (02
TTL' =

The observation state distribution (B,) is the
modification made to the HMM model
where the two HMMs (X, andX,) were made
to observe each other by making the
summation of X, in the observation state
equal to X, in the initial state distribution
and likewise X,. See table in (3)

PXIV) | 1 | Y;
B;= X, 0.5(03
3
) X, 0.2]0.1

The transition state distribution (A;) was
computed with respect to time in the form of
P(X|Y.) which allows transition amongst
the HMM states. The distribution state table

is presented in (4)

Where,

Where, 7

A = (Xtlyt—1)
PXJY, | Y, |Ys
1)
X 07(03] 4
X, 09:0.1

The tucker condition for the modified HMM
(mHMM) x, for dropping malicious SIP
REGISTER requestis givenin (5).
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x1, if 0.5 > y1 < 0.3

fla) = {xz, if0.2>y2<0.1

)

3. Results and Discussion

This work was simulated adopting 3GPP
Vo5G network architecture using JAVA,
this is because as at when this work was
undertaken there is no life Vo5G network
deployed in Nigeria. The UEs were set to
transmit SIP REGISTER requests at
random to P-CSCF of the IMS with
mHMM as its proxy. The mHMM work as a
passive filter just for SIP REGISTER
requests. Four scenarios were carried out,
which are; sending an abnormal SIP
REGISTER request to P-CSCF server
without developed mHMM scheme,
sending an abnormal SIP REGISTER
request to P-CSCF with mHMM developed
scheme, sending a normal SIP REGISTER
request without the developed scheme and
sending normal SIP REGISTER request
with developed scheme. Each of the listed
experimental scenarios lasted for 10
minutes, this is to enable observation of
effectiveness of the developed scheme to
prevention and detection of SIP
REGISTER injection attack. At the first
experiment, 120 illegitimate SIP
REGISTER requests were sent to P-CSCF
at interval without the developed mHMM
scheme in place, before the 13" SIP
REGISTER request was sent the IMS
server was already taken down at about
Iminute and 5 seconds (experimental time)
by the illegitimate SIP REGISTER
requests, this indicates that SIP REGISTER
injection attack is quite harmful to Vo5G
IMS network. For the second experiment,
120 illegitimate SIP REGISTER requests
were sent to P-CSCF for registration only 3
made it through, 1 failed before it could not
make it to P-CSCF for registration and 116
ofthe illegitimate requests were dropped by
mHMM scheme, this implies that 96.67%
of the illegitimate SIP REGISTER requests
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were detected and prevented from accessing
the Vo5G IMS server for registration. When
the third experiment was conducted with
legitimate SIP REGISTER requests without
the developed scheme it took less than 4
seconds (experimental time) for a UE SIP
REGISTER request to complete its
registration circle. The last experiment with
mHMM scheme in place, it took UE with
legitimate SIP REGISTER request about 5.7
seconds (experimental time) to complete its
registration, this indicates that mHMM
scheme poses a latency of 1.7 second
(experimental time) which is negligible to
the harm caused by SIP REGISTER
injection attack.

3.1. Performance Evaluation

Detection Accuracy (D, ) was computed, and
a, 1s the number of malicious SIP

REGISTER requests correctly detected and
prevented by mHMM scheme from harming

Vo5G IMS network while a,experiment.

See equation (6 is the total number of
SIP REGISTER requests for the experiment
See question (6)

D, — {@}X 100

&£y
Latency (L,) due to mHMM scheme was
computed using the duration it takes a
legitimate SIP REGISTER request to
complete registration with the proposed
scheme in place minus the duration u, it
takes the same SIP REGISTER request
without the proposed scheme in place using
equation (7)
Latency (L) = £, — 1 (7)

4. Conclusion

The results computed shows that without
detection and prevention scheme as proxy to
P-CSCF, when the Vo5G IMS network is
attacked by SIP REGISTER injection
attack, it takes less than 2 minutes
(experimental time) to take down the entire



IMS network and then gives the attacker the
liberty to perform other attacks like DoS,
spoofing user's identities from HSS server or
eavesdropped on the Vo5G control traffic
etc. When mHMM scheme was in place,
96.67% of the attacker's SIP REGISTER
request was correctly detected and prevented
from causing harm to the IMS network.
However, a latency of 1.7 seconds
(experimental time) was recorded, this

6. Notation

latency can be negligible compared to
damage caused by SIP REGISTER injection
attack on Vo5G IMS network. Finally,
further improvements can be made on
mHMM scheme to improve the latency.
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B,: Number of illegitimate SIP REGISTER requests correctly detected.

a,: Total number Illegitimate SIP REGISTER requests used.

€: The time taken for SIP REGISTER request to complete registration with mHMM.

U,: The time taken for SIP REGISTER request to complete registration without mHMM.
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